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Policy: 

1) All security keys are kept in an electronic key box in the break room. The shift supervisor on duty monitors the keys for the purpose of security and control.

Definitions: As used in this document, the following definitions apply:

“Security Keys”: Any Facility key, which is lost or duplicated by residents, would jeopardize the security of the Facility, Facility property, staff, visitors, or residents. 

“Personal Keys”: Keys issued to staff that allow them access to locked doors not under Central Control.

“Probation Keys”: Keys issued to probation officers for the use of Bureau vehicles.

Procedures:

1) Security Keys:  

a) The security keys for the Facility are stored and accounted for in the electronic key box in Break room. The electronic key box issues and monitors the location of all security keys. The on duty shift supervisor account for all security keys in the key box at the end of their assigned shift. (3-JDF-3A-22)
b) The keys for the Front door and the wand will be secured in Central Control in the key box. The staff assigned to the Front door in the morning will be responsible for checking those items out. The staff assigned to the Front door in the evenings will be responsible for turning those items back in to Central Control in the key box once the Front door is secured for the night. 

2) Staff:  

a) Each staff member is issued an ID# and pin# to access the electronic key box. 

b) Each staff member is responsible for the keys he/she checks out. They are not to pass keys from one officer to another.

c) If staff is reassigned to another area of the facility, he/she is to personally return keys and check out a new set.

d) At the end of the staff member’s shift, it is that person’s responsibility to return the keys that he/she removed from the electronic key box At the end of the staff member’s shift, it is that person’s responsibility to return the keys that he/she removed from the electronic key box or Central Control at the beginning of the shift.

e) Upon coming on duty:

i) When using  the electronic key box, each Detention Officer will:

(1) Press ENT;

(2) Enter ID# using 00 then 2 digit I.D. number;

(3) Enter Pin#;

(4) Press ENT;

(5) (Remove Key) press ENT;

(6) Enter key# that corresponds with “Key Location Chart”;

(7) Press ENT twice;

(8) Key box will unlock;

(9) Remove keys that is lighted up (RED);

(10) Close key box; and

(11) The time out.

ii) When checking keys out at Central control, each Detention Officer will:

(1) Enter through door 10 and place their brass chit with their name on it in the box.

(2)  They will inform the Central Control operator which unit they are assigned to. 

(3) The Central Control operator will remove the keys from the hook in the key box and put the brass chit with the staff member’s name in its place. 

(4) The Central Control operator will place the keys in the box for the staff to retrieve. 

(5) The staff will then sign and also note the date and time they received the keys on the appropriate line on the key log. 

f) At the end of the shift, 

i) When using  the electronic key box, each Detention Officer will:

(1) Press ENT;

(2) Enter ID# using 00 then 2 digit I.D. number;

(3) Enter pin#;

(4) Press ENT;

(5) Scroll down using #8 key on the pad to “Return Keys”;

(6) Press ENT;

(7) “How Many Keys” Enter 1;

(8) Press ENT;

(9) Key Box will unlock;

(10) Replace keys in any empty slot and

(11) Close Key Box.

ii) When retuning keys to Central control, each Detention Officer will:

(1) Enter through door 10 and place the security keys in the box.

(2)  The Central Control operator will remove the brass chit with the staff member’s name from the hook in the key box and put the security keys in its place. 

(3) The Central Control operator will place the brass chit in the box for the staff to retrieve. 

(4) The staff will then sign and also note the date and time they returned the keys on the appropriate line on the key log. 

g) The key inventory is included in the Shift Supervisor’s report.

3) Security Keys:

a) Security keys shall not be borrowed or loaned to other staff members, without Supervisor permission, and only for brief periods to allow for relief.

b) Facility Administrator or Assistant Facility Administrator-Operations.

c) Only the Facility Administrator and Assistant Facility Administrators may take security keys home.

d) If a security key is discovered missing, the Supervisor-on-duty is to be notified immediately. An immediate investigation to locate the missing security keys shall begin. The Supervisor notes the event, including the return of the missing keys on the Shift Supervisor Report. If the key is not located after an inventory by the shift supervisor, the Facility Administrator and Assistant Facility Administrator-Operations are notified immediately.
4) Key Management: 

a) A staff member, DOII level or above, will be designated Key Control Manager and have overall responsibility for keys control management. This includes maintaining the Key Inventory (see attachment A), issuance of duplicate keys, replacements of damaged or broken keys and quarterly inventory of the overall key control procedure.

b) Key Control DOII has responsibility for day to day management of the keys, issuing the keys, return for keys maintaining the Key Control Log (see attachment B) and determining that all keys are accounted for.

c) A minimum of two complete sets of keys will be maintained at the facility.

d) A duplicate set of all facility keys is to be maintained in the locker in the sally port.

5) Removal or Addition of Keys: 
a) Keys are not to be removed or added to any key ring without specific authorization from the Key Control DOII. When a key is removed or added to the key ring, the removal or addition is to be documented in the Key Inventory by the Key Control DOII.

6) Lost or Broken keys: 
a) If a key is lost or broken, the person in control of that key will immediately verbally notify the shift supervisor.

b) A written report will be prepared prior to the end of the shift and given to the shift supervisor who will forward this report to the Key Control DOII.

c) When a key is lost or broken, the shift supervisor will determine whether immediate steps need to be taken to secure an area or to replace the broken key.

7) Change of Lock or Lock Location: 
a) Any change in a lock or lock location must be submitted to the Key Control DOII and approved by the Facility Administrator.

8) Inventory of Keys:

a) Shift Inventory: 
i) The shift supervisor shall inventory all keys once during the eight hour shift to determine that all keys are on the key board and the Key Control Log is up to date and accurate. This inventory is to be logged in the post log.
b) Quarterly Inventory and Lock Check: 
i) The Key Control DOII shall inventory all keys once a month to ensure that all keys are accounted for and that each key operates the appropriate lock. A record of this inventory will be made and forwarded to the Facility Administrator.

9) Annual Facility Review: 
a) The Facility Administrator shall review on a yearly basis the key control procedure. During this review, the Facility Administrator will review the Key Control Log, the location of emergency and duplicate keys, and the convenience and accessibility of the location of emergency keys.
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